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Abstract—Livestreaming platforms enable content producers,
or streamers, to broadcast creative content to a potentially large
viewer base. Chatrooms form an integral part of such platforms,
enabling viewers to interact both with the streamer, and amongst
themselves. Streams with high engagement (many viewers and
active chatters) are typically considered engaging, and often
promoted to end users by means of recommendation algorithms,
and exposed to better monetization opportunities via revenue
share from platform advertising, viewer donations, and third-
party sponsorships. Given such incentives, some streamers make
use of fraudulent means to increase perceived engagement by
simulating chatter via fake “chatbots” which can be purchased
from shady online marketplaces. This inauthentic engagement
can negatively influence recommendation, hurt streamer and
viewer trust in the platform, and harm monetization for hon-
est streamers. In this paper, we tackle the novel problem of
automating detection of chatbots on livestreaming platforms. To
this end, we first formalize the livestreaming chatbot detection
problem and characterize differences between botted and gen-
uine chatter behavior observed from a real-world livestream-
ing chatter dataset collected from Twitch.tv. We then propose
SHERLOCK, which posits a two-stage approach of detecting
chatbotted streams, and subsequently detecting the constituent
chatbots. Finally, we demonstrate effectiveness on both real and
synthetic data: to this end, we propose a novel strategy for
collecting labeled, synthetic chatter dataset (typically unavailable)
from such platforms, enabling evaluation of proposed detection
approaches against chatbot behaviors with varying signatures.
Our approach achieves .97 precision/recall on the real-world
dataset, and .80+ F1 scores across most simulated attack settings.

I. INTRODUCTION

In recent years, livestreaming platforms such as Twitch,
YouTube Live, Facebook Live, and Ustream have grown to
become dominant players in the content broadcasting space,
commanding millions of broadcasters and tens of millions of
daily active users [1]. These platforms provide avenues for
broadcasters, or streamers, to share creative content of various
forms (e-sports gameplay, live events, art, etc.) to a large
audience. Each broadcasting session, or stream, consists of two
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key components – the content being shared live to viewers, and
a chatroom (Figure I(left)), where viewers can chat and interact
amongst themselves, and with the streamer. These chatrooms
provide a completely different community experience to view-
ers in contrast to traditional media, providing an increased
sense of participation and gratification [2].

Most livestreaming platforms recommend streams to would-
be viewers based on prior and current engagement metrics,
which is effectively a function of viewership and chatroom
activity. Specifically, streams that garner high viewership and
have active chatrooms are considered to be likely interesting
and engaging to new viewers, and are thus recommended to
draw new viewers, amplifying preferential attachment effects.
Moreover, streamers who produce such content and draw such
engagement are prime candidates for on-platform and off-
platform monetization via advertising revenue share, donations
from viewers, and sponsorships from third-parties (i.e. com-
puter hardware companies for e-sports professionals). Such
incentives lead some streamers to resort to fraudulent methods
to increase their viewership [3] and increase chatroom activity
[4]. Numerous online marketplaces like streambot.com and
youtube-livebot.com offer streamers the ability to increase
their chatroom activity over sustained period of time, via
chatbots which simulate human-like chatter. Such fraudulent
engagement has several adverse effects: (a) honest streamers
may not be as highly recommended as fraudsters and lose out
on potential engagement they may have otherwise garnered
via preferential attachment, (b) viewers and streamers have
reduced trust in the platform to recommend and prioritize
good content, (c) the platform and third-party sponsors may
lose money by partnering with fraudulent streamers who reach
much lesser human eyes than their metrics suggest. Despite
these concerns, prior work in mitigating chatbot abuse on
livestreaming platforms is minimal – we seek to bridge the
gap in this work.

There are numerous challenges in this problem setting: (a)
noisy data: livestreaming chatter is full of messages with
ill-formed sentences, containing spelling errors, “legitimate”
spam messages (copypasta), and emotes, limiting efficacy of
text-based features to identify fraudulent activity, (b) user-
controlled fraud: most chatbotting services available on online
marketplaces allow streamers to control the bots (Figure I),
giving them the ability to decide when and how much fake
chatter should be introduced, and thereby complicating the
attack space and hurting detection generalizability, and (c)
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Fig. 1: (Left) Livestreaming platforms offer chatrooms (top), which streamers can manipulate via chatbotting tools (bottom)
that enable customization of chat interval, number of chatters and even message contents. (Center) We propose SHERLOCK, a
two-stage chatbot detection approach based on stream (top) and user-level classification (bottom). (Right) We enable discovery
of chatbotted streams (top – notice genuine users asking for moderators to handle the bots), and the constituent chatbots via
discriminative features (bottom – large points indicate high user density).

lack of ground-truth: as livestreaming platforms operate at
an extremely large-scale and do not reveal the chatbots they
proactively ban from the service, obtaining reliable ground
truth for building machine learning models is non-trivial.

In this work, we tackle these challenges and more. To our
knowledge, we are the first to study the chatbot detection prob-
lem in the livestreaming setting. Specifically, our contributions
are as follows:

1) Problem formulation: We formalize the chatbot detec-
tion problem in the context of chatrooms of livestream-
ing platforms.

2) Dataset collection and characterization: We obtain
real livestreaming chatlog data, and compare the be-
haviors of chatbots and real users. We also discuss
how to construct labeled synthetic chatter datasets from
livestreaming platforms, for a variety of attack models.

3) Proposed framework: We propose SHERLOCK which
tackles chatbot detection in a two-stage approach: detect-
ing botted livestreams using a classification model (stage
I), and detecting constituent chatbots using a seeding
and label propagation approach (stage II). Overview of
approach given in Figure I(center).

We conduct several experiments to demonstrate that our
proposed method is (a) effective: we show that our ap-
proach outperforms alternatives in detection performance on
real chatlog datasets (:97 precision/recall) (Figure I(bottom-
right))(b) robust to different attacks: we show consistently
good performance in detecting chatbots across many at-
tack configurations (≥ :80 F1 against most attack set-
tings), and (c) scalable: our approach scales near-linearly

on large datasets, especially due to our two-stage task for-
mulation. We make the code for SHERLOCK available at
https://github.com/shreya-03/Sherlock.

II. RELATED WORK

We discuss prior work in (a) detecting chatbots, and (b)
astroturfing in social media.

Detecting chatbots. Most prior work on chatbot detection
consider chatbots as accounts that spread malicious or spammy
URLs [5], [6], [7]. [5] proposed a classifier based on entropy-
based features (message length, and inter-message delay) to
detect chatbots on Yahoo chat systems. [6] used similar fea-
tures to differentiate between bot and genuine users on various
instant messaging platforms in IM (instant messaging) settings
(i.e. human is chatting only with one user (bot/genuine)).
Additionally, [7] proposes detecting chatbots based on the
links they post, using cues from spam classification literature
to detect malicious URLs. However, all of these methods are
based on IM platforms, where chat messages are more directed
towards other chatters, and are primarily concerned with
delivering a payload of a malicious URL. Our work studies
chatbots on livestreaming platforms, where bots are used with
an alternative purpose of increasing perceived chatter, and
hence vary in their design and motive. Though many works
tackle bot detection on popular social media platforms, such
as Twitter [8], [9], Facebook [10], and software marketplaces
[11], [12], they are characteristically different from our work
as they do not focus on detecting chatbots. Besides this, there
is a lot of work in designing conversational agents [13], which
is beyond the scope of this work as they aim at coming up
with creating realistic chatbots not for malicious purposes.
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