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Abstract

Can the look and the feel of a website give information
about the trustworthiness of an article? In this paper, we
propose to use a promising, yet neglected aspect in detect-
ing the misinformativeness: the overall look of the domain
web page. To capture this overall look, we take screen-
shots of news articles served by either misinformative or
trustworthy web domains and leverage a tensor decomposi-
tion based semi-supervised classification technique. The pro-
posed approach i.e., VizFake is insensitive to a number
of image transformations such as converting the image to
grayscale, vectorizing the image and losing some parts of
the screenshots. VizFake leverages a very small amount
of known labels, mirroring realistic and practical scenar-
ios, where labels (especially for known misinformative arti-
cles), are scarce and quickly become dated. The F1 score of
VizFake on a dataset of 50k screenshots of news articles
spanning more than 500 domains is roughly 85% using only
5% of ground truth labels. Furthermore, tensor representa-
tions of VizFake, obtained in an unsupervised manner, al-
low for exploratory analysis of the data that provides valuable
insights into the problem. Finally, we compare VizFake
with deep transfer learning, since it is a very popular black-
box approach for image classification and also well-known
text based methods. Vi zFake achieves competitive accuracy
with deep transfer learning models while being two orders of
magnitude faster and not requiring laborious hyper-parameter
tuning.

Fake news, misinformation, tensor decomposition, image
classification, convolutional neural network

Introduction

Despite the benefits that the emergence of web-based tech-
nologies has created for news and information spread, the in-
creasing spread of fake news and misinformation due to ac-
cess and public dissemination functionalities of these tech-
nologies has become increasingly apparent in recent years.
Given the growing importance of the fake news detection
task on web-based outlets, researchers have placed consid-
erable effort into design and implementation of efficient
methods for finding misinformation on the web, most no-
tably via natural language processing methods (Ciampaglia
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Figure 1: Creating a tensor-based model out of news articles’
screenshots and decomposing the tensor using CP/PARAFAC into
latent factors and then creating a nearest neighbor graph based on
similarity of latent patterns and leveraging belief propagation to
propagate very few known labels throughout the graph. As illus-
trated, the F1 score of both real and fake classes is roughly 85% us-
ing just 5% of known labels. Moreover, VizFake has exploratory
capabilities for unsupervised clustering of screenshots.

et al. 2015; |Rubin et al. 2016; Horne and Adali 2017;
K. Shu and Liu 2017) intended to discover misinformation
via nuances in article text. Although utilizing textual infor-
mation is a natural approach, there are few drawbacks: most
notably, such approaches require complicated and time con-
suming analysis to extract linguistic, lexical or psychologi-
cal features such as sentiment, entity usage, phrasing, stance,
knowledge-base grounding, etc. Moreover, the problem of
identifying misinformativeness using textual cues is chal-
lenging to define well, given that each article is composed
of many dependent statements (not all of which are fact-
based) and editorialization. Finally, most such approaches
require extremely large labeled sets of misinformative ar-
ticles, which are often unavailable in practice due to lack
of reliable human annotators, as well as quickly become
“dated” due to shift in topics, sentiment, and reality and time
itself. These article-based labels inherently result in event-
specificity and bias in resulting models, which can lead to
poor generalization in the future for different article types.

In this work, we take a step back to tackle the problem
with a human, rather than algorithmic perspective. We make
two choices that are not made jointly in prior work. Firstly,
we tackle misinformation detection by leveraging a domain



level feature. Secondly, we focus on discovery of misinfor-
mation using visual cues rather than textual ones. We ex-
pand upon these two points below. Firstly, leveraging do-
main features for misinformation detection is not only an
easier, but also a likely more fruitful/applicable problem set-
ting in practice. In reality, most highly reputed news sources
do not report misinformative articles due to high editorial
standards, scrutiny and expectations. For example, the pub-
lic fallout from misinformation being spread through famous
organizations like CNN or BBC would be disastrous. How-
ever, there are many misinformation farms and third-parties
which create new domains with the intent of deceiving the
public (Boatwright, Linvill, and Warren 2018). Moreover,
these actors have little incentive to spread real articles in
addition to fake ones. Thus, in most cases, domain feature
could prove to be a better target to stymie the spread of mis-
information. Conveniently, several crowd-sourced tools and
fact checkers like BS Detectoror Newsguardprovide do-
main level labels rather than article level, which we utilize
here.

Secondly, visual cues are a promising, yet underserved re-
search area, especially in the context of misinformation de-
tection. While past literature in text-based methods in this
space is rich (see (Oshikawa, Qian, and Wang 2018)) for an
overview), prior work on visual cues is sparse. Past works
(Jm et al. 2017; |Gupta et al. 2013 Sun et al. 2013) primar-
ily focus on doctored/fake-news associated images and vi-
sual coherence of images with article text. However, since
these works are limited to fake news which spreads with
images, they are inapplicable for articles which do not in-
corporate multimedia. Moreover, these works all have in-
herent article specificity, and none consider the overall vi-
sual look and representation of the hosting domain or web-
site for a given article. Intuitively and anecdotally, in con-
trast to unreliable sources which tend to be visually messy
and full of advertisements and popups, trustworthy do-
mains often look professional and ordered. For example,
real domains often request users to agree to privacy policies,
have login/signup/subscription functionalities, have multi-
ple featured news articles clearly visible, etc. Conversely,
strong tells for fake domains tend to include errors, negative
space, unprofessional/hard-to-read fonts, and blog-post style
(Cyr 2013 Yan, Yurchisin, and Watchravesringkan 2011}
‘Wells, Valacich, and Hess 2011)). FigureE]demonstrates this
dichotomy with a few examples. While we as humans use
these signals to quickly discern quality and reliability of
news sources without delving into the depth of the text, prior
works have not directly considered them. Thus, we focus on
bridging this gap with the assumption that many misinfor-
mative articles do not need to be read to be suspected.

Given these two facets, we ask: “can we identify misin-
formation by leveraging the visual characteristics of their
domains?” In this work, we propose an approach for clas-
sification of article screenshots using image processing ap-
proaches. In contrast to deep learning approaches such as
convolutional neural networks (CNNs) which take relatively

Uhttp://bsdetector.tech/
“https://www.newsguardtech.com

long time to train, are data-hungry and require careful hy-
perparameter tuning, we propose a novel tensor-based semi-
supervised classification approach which is fast, efficient,
robust to image resolution and missing image segments, and
data-limited. We demonstrate that our approach henceforth
refereed to as VizFake, can successfully classify article
into fake or real classes with an F1 score of 85% using very
few (i.e., < 5% of available labels). Summarily, our major
contributions are as follows:

e Using visual signal for modeling domain structure: We
propose to model article screenshots from different do-
mains using a tensor-based formulation.

e Fast and robust tensor decomposition approach for
classification of visual information: We propose a
tensor-based model to find latent article patterns. We com-
pare it against typical deep learning models. VizFake
performs on par while being significantly faster and need-
less to laborious hyperparameter tuning.

e Unsupervised exploratory analysis: Tensor-based repre-
sentations of VizFake derived in an unsupervised man-
ner, allow for interpretable exploratory analysis of the
data which correlate with existing ground truth.

e Performance in label-scarce settings: In contrast to deep
learning approaches, VizFake is able to classify news
articles with high performance using very few labels, due
to a semi-supervised belief propagation formulation.

e Experimenting on real-world data: We -evaluate
VizFake on a real world dataset we constructed with
over 50K news article screenshots from over 500 domains
based on tweets with news article links. Our experiments
suggest strong classification results (85% F1 score) with
very few labels (< 5%) and over two orders of speedup
compared to CNN-based methods.

The remainder of this paper organized as follows: In
Section , we describe the semi- supervised tensor-based
VizFake method .In Section , we first describe implemen-
tation details and the dataset and then discusses experimen-
tal evaluation of proposed method as well as variants and
baselines. Section [TT]broaches related work, and Section [T1]
concludes.

Proposed Method

Here, we discuss our formulation and proposed semi-
supervised tensor-based approach i.e., VizFake method.

Problem formulation

We solve the following problem:

Given (i) a collection of news domains and a number
of full-page screenshots of news articles published by
each domain and (ii) a small number of labels.
Classify the unlabeled screenshots as misinformation
or not.

Semi-supervised tensor-based method i.e VizFake

VizFake aims to explore the predictive power of visual in-
formation about articles published by domains. As we ar-



gued above, empirically, there is empirical evidence that

suggests that this proposition is plausible. Thus, we propose

a novel model to leverage this visual information. We pro-

pose a tensor-based semi-supervised approach which is able

to effectively extract and use the visual cue which yields
highly predictive representations of screenshots, even with
limited supervision, also, due to its elegant and simple na-
ture, allows for interpretable exploratioviizFake has fol-
lowing consecutive steps:

Tensor-based modeling The rst step ofVizFake refers

to constructing a tensor-based model out of articles' screen-
shots. RGB digital images are made of pixels each of which
represented by three channels, i.e., red, green, and blue. S
that, each image channel shows the intensity of the corre-
sponding color for each pixel of the image.

Since a tensor is a higher dimensional matrix, we use a 4-
mode tensor embedding for modeling news articles' screen-
shots. In fact, each channel of an RGB digital image is a ma-
trix and by stacking all three channels we create a 3-mode

OFigure 2: Proposed tensor-based modeling and semi-supervised

classi cation of the screenshots i¥izFake .

Semi-supervised classi cation The third and last step of
VizFake is the classi cation of news articles using the fac-
tor matrix D corresponding to article mode resulted from
decomposition of tensor-based model.

As we mentioned before, each factor matrix comprises the

tensor for each screenshot and if we stack all 3-mode tensor |atent patterns of the corresponding mod®&imlimensional

we create a 4-mode tensor to model the screenshots.

Tensor Decomposition As we mentioned above, a tensor
is a multi-way array, i.e., an array with three or more dimen-
sions. The Canonical Polyadic (CP) or PARAFAC decom-
position, factorizes a tensor into a summationRofrank-
one tensors. For instance, a 4-mode teixsaf dimensions

I J K L isdecomposed into a sum of outer products
of four vectors as follows:

X b ¢ d

wherea, 2 R', b, 2 R?, ¢, 2 R¥ d, 2 R' and the outer
product is given by (Papalexakis, Faloutsos, and Sidirgpou-
los 2016| Sidiropoulos et al. 2016):

(ar;brscr;de)(isj k1) = ar(i)be (e (K)d (1)8i; ), k; 1

R
r=1 ar Cr

Then we can dene the factor matrices & =
[a1 az:::ar], B = [b1 by:::br], C = [c1 C2::icRr]
andD = [d; dy:::dg] whereA 2 R' R/B 2 R R,
C 2 RK RandD 2 R- R denote the factor matrices and
R is the rank of the decomposition or the number of columns
in the factor matrices. Moreover, the optimization problem
for estimating the factor matrices is de ned as follows:
Jmin=kx o Faa beoo dr Kk’

For solving the optimization problem above we use Alter-
nating Least Squares (ALS) which solves for any of factor
matrices by xing the others due to simplicity and the speed
of this algorithm |(Papalexakis, Faloutsos, and Sidiropoulos
2016; Sidiropoulos et al. 2016).

Having the mathematical explanation above in mind, the
second step of our proposed algorithm is the decomposition
of proposed tensor-based model for nding the factor ma-
trix corresponding to article IDs mode, i.e., factor maiix
which comprises latent patterns of screenshot. We will lever-
age these latent patterns for article screenshot classi cation.

space. Therefore, each row of factor matdixis anR di-
mensional representation of the corresponding screenshot.
So, we can consider each screenshot as a data pdtntlin
mensional space and we can create the K-nearest neighbor
graph (K-NN) Graph by calculating the euclidean distance
between data points (article screenshots).

Belief propagation|(Braunstein, &ard, and Zecchiha
20085; | Yedidia, Freeman, and Weiss 2005) is a message
passing-based algorithm which is usually used for calculat-
ing the marginal distribution on graph based models such
as Bayesian networks, Markov or K-nearest neighbor graph.
In this algorithm, each node of a given graph leverages the
messages received from neighboring nodes to compute its
belief (label) using the following iterative update rule:

Y

b(xi)/

i2N;j

m;r i (Xi)

wherel (x;) denotes the belief of node m; i(x;) is a
message sent from nogleo nodei and conveys the opin-
ion of node j about the belief of node i, al] denotes all
the neighboring nodes of nodgBraunstein, Mzard, and
Zecchina 2005; Yedidia, Freeman, and Weliss 2005).

Since we model homophily (similarity) of screenshots la-
tent patterns using k-nearest neighbor graph as explained
above, we can leverage Belief Propagation in a semi-
supervised manner to propagate very few available labels
throughout the graph. A fast and linearized implementation
for Belief propagation algorithm is proposed n (Koutra et
al. 2011) which solves the following linear system:

[l +aD cAlb, = 1

where  andh, stand for the prior and the nal beliefs,
respectivelyA denotes then n adjacency matrix of the
K-NN graph,l denotes th@ n identity matrix, and is a

n nmatrix whereDj = ; Aj andDj =0 fori 6 j.
a andc are also de ned asa = ﬁ‘"‘ﬁ = 2
T 4hZ ° @ ah?)

wherehy, denotes the homophily factor between nodes. In



fact, higher homophily corresponds to having more similar for balanced and imbalanced datasets, respectively and set
labels. For more details you can refer to (Koutra et al. 2011). K to 20 for both dataset. We measured the effectiveness of
An overview of proposed approach is shown in Figure 2. VizFake using widely used F1 score, precision and recall
metrics. We run all of the experiments 25 times and we re-
Experimental Evaluation port the average and standard deviation of the results for all
In this section, we rst discuss implementation and dataset mentioned metrics. The F1 score of different ranks for bal-
details and then report a set of experiments to investigate the anced and imbalanced dataset and both real and fake classes

effect of changing rank, resolution and some image manip- 'S Shown in Figure 3.
ulation on performance ofizFake and then we compare

it against CNN deep-learning model, text-base approaches

and web page structure features.

Dataset description

Although collecting human annotation for misinformation
detection is a complicated and time consuming task, there
exist some crowd-sourced schemes such as the browser ex-
tension “BS Detector” which provide a number of label op-
tions, allowing users to label domains into different cate-
gories such as: biased, clickbait, conspiracy, fake, hate, junk Figure 3: F1 score oVizFake for different ranks when experi-
science, rumor, satire, unreliable, and real. We used BS De- Menting on balanced/imbalanced datasets. Thembést balanced
tector as our ground truth and considered all of the nine cat- 2nd imbalanced datasets is 15 and 25 respectively.
egories above as “fake” class and the real category as “real”
class. We reserve a more ne-grained analysis of different A .
“fake” categories for future Workg(henceforth )c/:ollectively re- Investlgat!ng dgtecthn performance )
fer to all of those categories of misinformation as “fake”).  First, we aim at investigating the detection performance of
We describe our crawling process in order to promote re- _\/|zFake_ in d|spovgnng mls_lnformanvg articles. A caveat
producibility, as we are unable to share the data because in experlmentatlon is that @fferent articles even from the
of copyright considerations. We crawled Twitter to create Same domains may have different length, and thus screen-
a dataset out of tweets published between June and Augustshots of a xed resolution may capture more or less infor-

(a) F1-Balanced (b) F1-Imbalanced

2017 which included links to news articles. Then, we imple-

mation from such articles. However, xed-resolution is an

mented a javascript code using Node.js open source serverimportant prerogative fovizFake (and many others), thus

environment and Puppeteer library for automatically taking

screenshots of scrolled news articles of our collected dataset.
we took screenshots of 50K news articles equally from
more than 500 fake and real domains i.e., a balanced
dataset including 50% from fake and 50% real domains.
To investigate the effect of class imbalance, we created an
imbalanced dataset of the same size, i.e., 50k but this time
we selectec% of the screenshots from real domains %nd
of the data from fake ones.
Although we tried to select equal number of articles per
each domain, sometimes fake domain do not last long and
the number of fake articles published by them is limited.
However, we will show that this limitation for fake do-
mains do not affect classi cation as result of the fake dis-
crimination is pretty much same as real class.

Implementation details

We used Matlab for implementindgizFake approach and
for CP/PARAFAC decomposition we used Tensor Toolbox
version 2.6%(Bader and Kolda 2006). For Belief Propaga-
tion, we used Fast Belief Propagation (FaBP) (Koutra et al.
2011) which is linear in the number of edges. For nding
the best rank of decompositidR and number of nearest
neighborK for both balanced and imbalanced datasets, we
grid searched the values between range 5-3®fand 1-50

for K. Based on our experiments, we $etto 15 and 25

3https://www.sandia.govl tgkolda/TensorToolbox/index-2.6.html

we must use the same length for all screenshots.

Thus, we rst evaluate the effect of resolution to choose
a xed setting for our model in further experiments. We ex-
periment on screenshots of si2@0 100, 300 100and
400 100 and simultaneously evaluate the effect of differ-
ent decomposition rank given the association with different
amounts of information across resolutions. FigePeshows
the detection performance (F1 scores) across the above res-
olution settings and differing ranks from 15-35, using 10%
seed labels in the belief propagation step.

Our experiments suggest that F1 score does increase
slightly with higher resolutions and decomposition ranks,
but the increases are not signi cant. We hypothesize that
the invariance to change in resolution is due to the fact that
coarse-grained features like # ads, positions of images in the
article and overall format of the writing is still captured even
at lower resolutions and the detection is not heavily reliant
on ne-grained features of the articles as shown in Figure 5.
This nding is promising, as it suggests valuable practical
advantages in achieving high performance (88% F1 score)
even using very low resolution or even icon size images and
signi cant associated computational bene ts. Thus, unless
speci ed, in further experiments, we u260 100images.

Investigating sensitivity to image manipulation

Next, we investigate different image-level manipulations to
evaluate performance under such settings. Firstly, we con-
sider the importance of colors in creation of latent patterns



(a) F1-Real (b) F1-Fake
Figure 4: F1 score resulted by modeling the screenshots with a

4-mode tensor created out of color screenshots against 3-mode ten-
sors out of vectorized and grayscale screenshots for different ranks.

and the role they play in the classi cation task via grayscal-
ing. Next, we explore how vectorizing the channels of color
screenshots affects the classi cation performance.

We rst try to convert the color screenshots into grayscale
ones using the below commonly used formula in image pro-
cessing tasks (Kanan and Cottrell 2012):

P=R (299=1000)+G (578=1000)+B (114=1000)

where P, R, G, and B are grayscale, red, green and blue pixel
values, respectively. Next, we create a 3-mode tensor from
all grayscale screenshots and apyiygFake .

Likewise, to investigate the effect of vectorizing channels
of color screenshots, we created another 3-mode tensor by
vectorizing each channel matrix. The detection performance
using grayscale and vectorized channel tensors in compari- (@) F1-Real (b) F1-Fake
son to our standard 4-mode tensor (from color screenshots) Figure 6: F1 score of using/izFake on an imbalanced dataset
are shown in Figure 4. Given these different input represen- (The ratio of SCl'een_ShOtS pUbllShed by fake domains to those pUb-
tations, we again evaluate on different rank decompositions. lished by real ones is : 2). On the contrary to fake class, the F1
As shown, in contrast to grayscaling, vectorizing the chan- score of real class increases due to having more sample data.
nels produces slight improvement in the F1 scores.

We hypothesize the rationale for similar grayscale perfor-
mance to the base 4-mode color model is that several im-
portant aspects like # ads, image positions, writing styles
(# columns, font) are unaffected and still capture the over-
all look of the webpage (see Figure 5) and thus producing
consistent performance. The performance improvement for
vectorization can be explained as follows: In non-vectorized
form, the factor vectors of the rst and second mode (the
height and width of the image) impose a strict rank-one
structure on the patterns in the image. However, sometimes
“blobs” that may be approximated as rank-one (e.g., ads or
pop-up windows) may have more ne-grained structure that
is not modeled. When we vectorize those two modes, we do
not impose a rank-one constraint on those patterns. Hence
we are able to capture them more precisely. (Vasilescu
2012) offers a relevant discussion on vectorization, albeit
using subspace arguments rather than latent factor imposed T . .
constraints. Overall, the minor changes in F1 score shows Investigating importance of website sections
VizFake is robust against common image transformations, One might ask, “which parts of the screenshots are more in-
suggesting practical performance across various color con- formative?” In other words, in which sections are the latent

Figure 5: An example of grayscaling and changing the resolution
on overall look of screenshots.

split. We then assume that the known labels are re ective of
the class distribution, and use strati ed sampling to desig-
nate known labels for the belief propagation step. Figure. 6
shows the F1 scores on both balanced and unbalanced data
for different percentage of known labels.

As we expect, the F1 score of the fake class drops when
we have scarcity of fake screenshots in the seed label popu-
lation. Conversely, the F1 score of the real class increases in
comparison to a balanced dataset due to more real samples.
However, even under scarcity of fake samples, the F1 score

' using just5% of the data is aroun@d0% and using20%the
F1 score is almost8%, suggesting considerably strong re-
sults for this challenging task. Overall, changing the propor-
tion of fake to real articles does expectedly impact classi -
'cation performance. However, performance on the real class
is actually not signi cantly affected.

gurations and image representation schemes. patterns formed? To answer these questions, we propose to
L _ ) cut screenshots into four sections as demonstrated in Figure
Investigating sensitivity to class imbalance 7 and use different sections or their combinations while ex-

Next, we investigate our approach’s sensitivity to class ima- cluding others to create the tensor model (a type of feature
balance, as is often the case in practical settings. We cre- ablation study). We propose to create four tensors out of top,
ated a new dataset of size 50k with a 1:2 fake to real article bottom, 2 middle sections and the concatenation of top and
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